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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 1 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )S Responsive to communication(s) filed on 31 December 2001 . 
2a)D This action is FINAL. 2b)£3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Qi/ay/e, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-20 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) E3 C\a\n\(s) 1^20 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 
1 1 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-1 52. 

Priority under 35 U.S.C. § 119 

12)D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

UB Notice of References Cited (PTO-892) 4) Q interview Summary (PTO-41 3) 

2) |_J Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) |3 Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) Q Notice of Informal Patent Application (PTO-1 52) 
Paper No(s)/Mail Date 7-25-03 . 6) □ Other: 



U.S. Patent and Trademark Office " ' " ■ — 

PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 20041214 
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Status of Claims 

1 . Claims 1-20 have been examined. 

Claim Rejections - 35 (JSC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. Claims 1-20 are rejected under 35 -U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter and the claimed invention 
lacks patentable utility. 

Claims 1, 8 and 15 are directed to non-statutory subject matter. According 
to the MPEP claims that merely recite abstract ideas without a practical 
application are non-statutory (MPEP 2106, "Non-Statutory Subject Matter", pages 
10 and 11). Applicant's claimed method, system and apparatus are dedicated to 
the abstract idea of an algorithm for generating messages without a practical 
utility (i.e. lacks utility). 

Claims 2-7, 9-14 and 16-20 are also rejected as they depend from claims 
1,8 or 15. 
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Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-7 are rejected under 35 U.S.C. 112, second paragraph, as being 

incomplete for omitting essential steps, such omission amounting to a gap 

between the steps. See MPEP § 2172.01 . The omitted steps from claim 1 are: 

transmitting from the host computer to the bogus message generator a message 

to create a bogus message. Otherwise, the terminal does not have access to the 

bogus message "trigger" (i.e. communication parameter on the store host 

computer). 

Claims 2-7 are also rejected as they depend from claim 1. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the pnor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims 1-20 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Nordenstam et al, International Publication Number WO200046959 in view 
of Cory et al., U.S. Patent No. 4,262,359 and Munger et al. U.S. Patent No. 
6,502,135. 

As per claims 1-20, Nordenstam et al. teach a system for transmitting data 
from a wireless terminal to a host computer in a store (figure 3; page/line 19/4- 
20/8; page 21, lines 5-25). Nordenstam et al. also teach transmitting encrypted 
information from said wireless terminal (page 25, lines 15-20). Regarding "load 
balancing", it is well known to those of ordinary skill in networking to monitor 
network traffic and perform "load balancing" to prevent the overloading of circuits 
at a receiving node or station. Therefore, it would have been obvious in light of 
the teachings of Nordenstam et al. to utilize load balancing in order to reduce the 
load on a transaction terminal (page 19, lines 4-15). Noredenstam et al. do not 
explicitly recite transmitting "bogus messages". Cory et al. disclose a secure 
method and system for transmitting data over a network by coupling a "bogus 
message" generator to a transmission source (column 1, lines 24-28) and 
inserting encrypted "bogus messages" during the "dead space" (i.e. dead space 
greater than a threshold or "non-zero" or the existence of dead space) between 
valid messages (column 1, lines 13-27), which are in turn, decrypted and filtered 
out upon reception by a receiver (column 1, lines 19-24 and 28-34). Hence, Cory 
et al. teach transmitting bogus messages in response to an actual message. 
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However, neither Nordenstam et al. nor Cory et al. teach monitoring a parameter 
on the receiving end of a transmission and using said parameter to trigger the 
generation and transmission of a bogus message. Munger et al. teach a method 
for generating "bogus messages" at a transmission node based on monitored 
network traffic conditions (column 10, lines 15-34; column 12, lines 20-30).For 
example, Munger et al. teach generating bogus messages randomly or based on 
time of day and during low traffic (column 12, lines 27-33). The Munger et al. 
system, however, is not limited to any particular algorithm (column 12, lines 26- 
28). The only requirements of the Munger et al. teaching is that the chosen 
algorithm generate bogus messages for foiling malicious traffic analysis efforts 
(column 12, lines 20-26). Hence, it would have been obvious to one of ordinary 
skill, in light of the clear teachings of Munger et al., to utilize any algorithm as 
long as it is in accordance with the policies and desires of the network managers 
for creating a secure network. Therefore, it would have been obvious to one of 
ordinary skill to combine the teachings of Nordenstam et al., Cory et al. and 
Munger et al. in order to protect sensitive data, such as credit card data, 
transmitted over the network of Nordenstam et al. ('959, figure 3) from malicious 
traffic analysts ('359, column 1, lines 12-18; '135, column 10, lines 12-21). 



Application/Control Number: 10/035,464 
•Art Unit: 3621 



Page 6 



Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• Malek teaches a dummy traffic generator 

• White teaches padding a network with dummy messages 



9. Any inquiry concerning this communication or earlier communications from 

the Examiner should be directed to Calvin Loyd Hewitt II whose telephone 
number is (703) 308-8057. The Examiner can normally be reached on Monday- 
Friday from 8:30 AM-5:00 PM. 

If attempts to reach the Examiner by telephone are unsuccessful, the 
Examiner's supervisor, James P. Trammell, can be reached at (703) 305-9768. 
Any response to this action should be mailed to: 
Commissioner of Patents and Trademarks 
c/o Technology Center 2 1 00 
Washington, D.C. 20231 

or faxed to: 

(703) 305-7687 (for formal communications intended for entry and 
after-final communications), 
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(703) 746-5532 (for informal or draft communications, please label 
"PROPOSED" or "DRAFT") 
Hand-delivered responses should be brought to Crystal Park 5, 
2451 Crystal Drive, 7th Floor Receptionist. 

Any inquiry of a general nature or relating to the status of this application 
should be directed to the Group receptionist whose telephone number is (703) 
308-1113. 




